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Federal Trade Commission 

 Consumer protection agency

 Protect people from fraud, deception, and unfair  

commercial practices  

 Small, independent agency of 1,100 employees: 

lawyers, investigators, economists, and educators

 Offices in Washington, DC and seven regional offices
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Top 10 Fraud Categories 2018

Rank Category # of Reports Total Loss Median Loss

1 Imposter Scams 535,417 $488M $500

2 Telephone and Mobile Services 164,693 $20M $200

3 Shop at Home and Catalog Sales 142,92 $107M $155

4 Prizes, Sweepstakes and Lotteries 132,470 $118M $530

5 Internet Services 57,907 $36M $139

6 Travel, Vacation and Timeshare Plans 28,353 $68M $800

7 Foreign Money Offers and Counterfeit Check Scams 27,443 $42M $1,214

8 Business and Job Opportunities 24,620 $116M $1,304

9 Advance Payment for Credit Cards 19,575 $23M $376

10 Health Care 17,069 $4M $130



How people paid*

Type of payment

 Wire transfer

 Credit cards

 Prepaid cards

 Bank account/debit

 Internet/ mobile

 19% of all people ( = 265,097) reported how they paid. 

Amount paid

 $ 333M

 $74 M

 $40 M

 $57 M

 $22 M



How people were contacted* 

  Phone – 69%

 Website – 12%

 Email – 10%

 Consumer initiated – 5%

 Mail – 3%

 66% of all people (941,545) told how they were contacted, including people who didn’t lose money.



Fraud losses by age*
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Pass It On

Tips to Share about Scams



Pass It On

Material designed for active older adults

Respects a lifetime of experience

Information about common scams and identity theft 

Free articles, presentations, videos, and activities



Pass It On

Start a conversation

Share what you know; experience and strategies

Be a hero!

Learn more: FTC.gov/PassItOn



Pass It On

FTC.gov/PassItOn

BulkOrder.FTC.gov



¡Pásalo!

FTC.gov/Pasalo

BulkOrder.FTC.gov



Imposter Scams



Imposter Scams – How They 
Work

Someone who pretends to be somebody else calls you, 

emails you

Asks for personal information

Asks for money – wire transfer or money card



Imposter Scams –
Tips

Stop.  Check it out before you wire money to anyone.

• Don’t give out personal information unless you’re sure who 

you’re giving it to

• Call back at a number you know to be correct

Sign up for Do Not Call



Tech Support Scams





Tech Support Scams –
How they work

• Scammers call pretending to be from or affiliated 

with computer security companies, such as Dell, 

Microsoft, Norton, or others.

• Or, they place online ads to get consumers to 

call about their computers.

• Scammers scare consumers about their 

computer security



Tech Support Scams –
How they work

Often want to remotely access the consumer’s 

computer.

Scammers want to sell software or services to fix or 

maintain the security of the computer.





Tech Support Scams - Tips

HANG UP.

• Never give control of your computer or your credit card 

information to someone who calls you out of the blue.

PASS IT ON.



Online Dating Scams



Online Dating Scams – How 
they work

You meet someone on a dating website.

She wants to communicate by email and phone.

She says she loves you but needs money for a plane ticket 

to visit. Or for surgery.

She asks you to wire money or put it on a prepaid card.



Online dating scams - Tips

STOP.  Don’t send money.

• Never wire money, put money on a prepaid 

card or send cash to an online love interest.

• You won’t get it back.

PASS IT ON.



Romance Scams



Grandkid Scams



Grandkid Scams 

You get a call: “grandma, I need money for bail.” 

• Or a medical bill

• Or other trouble

Caller says it’s urgent and says to keep it a secret

Caller asks you to wire money or put it on a prepaid card



Grandkid Scams –
Tips

STOP. Check it out.  

• Look up your grandkid’s phone number and call back 

• Or call another family member

PASS IT ON.



Family Emergency Scam 
Video



Government 
Imposter Scams



IRS Imposter Scams –
How they work

Scammers may:

• Rig caller ID to make it look like call is from 

Washington DC (202 area code) 

• Demand immediate payment by pre-paid 

debit card or wire transfer

• Send bogus IRS emails to further the scheme



IRS Imposter Scams - Tips

The IRS will NOT:

• ask you to pay with prepaid debit cards or wire transfers

• ask for a credit card over the phone

• threaten arrest, deportation or loss of your drivers license

• Initiate contact by email

STOP.  Don’t wire money or pay with a prepaid debit card.



IRS Imposters Twist

Private debt collection for old IRS debts

Always get a letter first

• Name of debt collector

• Authentication number

Always pay the IRS, nobody else

Questions?  Call the IRS: 1-800-829-1040 or check IRS.gov/balancedue





SSA Imposter Tips

Your SSN is not about to be suspended!

The real SSA will not call out of the blue or tell you to 

wire money, send cash, or put money on gift cards.

Don’t trust caller ID.

Don’t give the caller your Social Security number or 

other personal information. 

Visit IdentityTheft.gov/SSA to learn more.

https://www.identitytheft.gov/SSA


Charity Scams



Charity Fraud Video



Charity Fraud –
How it Works

Here’s how it works:

• Phone call

• Charity name sounds familiar

• Pressure you to pay quickly



Charity Fraud –
What You Can Do

Take your time

Say no

• “No, thanks.” Hang up.   …OR:

• “I don’t give money over the phone. If you send 

something in writing, I’ll consider it.”

Never send cash, wire money or load prepaid debit 

cards



Health Care
Scams



Health Care Scams –
How It Works

They’ll say you need…

• A new Medicare card

• A new health insurance card

• Discounted health insurance

• To act now!



Health Care Scams –
Examples

Miracle cures

• Offers quick cures to MS, Alzheimer’s, cancer

Affordable Care Act scams

Medicare-related scams



New Medicare Cards 

April 2018 - March 2019 



Health Care Scams – What 
You Can Do

Take your time

Check it out 

• 1-800-MEDICARE

Consult reliable sources of health information 

(healthcare.gov, cdc.gov)

Do not delay medical treatment



“You’ve Won” 
Scams



“You’ve Won” Scams–
How They Work

You get a call, an email, a card 

Says that you’ve won a prize, lottery, trip

You just need to pay fees, taxes, custom 

fees first

They want you to wire money or give 

your credit card information 



“You’ve Won” Scams –
What You Can Do

What you can do:

• Keep your money to yourself

• Keep your information to yourself

• If in doubt, check it out

• Never wire money 



Home Repair
Scams



Home Repair

Have you ever needed repairs on your home?



Contractors

Many contractors get in touch:

• In person, at your door

• By phone

• By mail



Home Repair Scams

Here’s how they work:

• Pressure you to act quickly

• Ask you to pay cash



What to do?

When you get those solicitations …



Before starting repairs

Check with people you trust

Get three written estimates

Ask for:

• References

• Proof of license

• Insurance



Get it in writing

Be sure you read & understand the contract BEFORE 

you sign it

Don’t start work until you have a signed contract



What we’ll never do

Send cash

Wire money

Load gift cards



Work at Home
Scams



Work at Home

You want to work at home

A company says they’d like to hire you but they need 

money or personal information first



Online Job Scams

You post a resume online

Or see an ad online for a “proven” 

system that lets you earn “fast cash” 



How they work

They ask for personal information, 

then use it for identity theft or take 

money from your bank account

Or if you buy their “proven” system, 

you get a worthless program that 

won’t make you money



What to do?

Stop. Check it out.

Don’t pay money to earn money.

Before you share personal information, investigate the 

business opportunity.



What we’ll never do

Never send cash

Never wire money

Never pay for a job opportunity – without 

investigating first



Money Mule
Scams



Money mules 

Has anyone ever sent you money, then asked you to 

send some of it to another person?



The story

They don’t tell you the money is stolen.

Instead they tell you about:

• Romance

• Jobs

• Prizes/Lotteries



How it works

You get a check

You deposit it in your bank account

You send money

You learn the check was fake and have 

to repay the bank



What to do?

Keep your money to yourself

Keep your information to yourself











BulkOrder.FTC.Gov





FTC resources

 Free materials: bulkorder.ftc.gov

 Subscribe to Consumer Blog: consumer.ftc.gov/blog

 Report scams and suspected scams: ftc.gov/complaint

 Get email updates: FTC.gov/scams

bulkorder.ftc.gov
consumer.ftc.gov/blog
http://www.ftc.gov/complaint
https://www.consumer.ftc.gov/features/scam-alerts

